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TOWN OF ORANGETOWN 

26 Orangeburg Road 

Orangeburg, New York 10962 

 

COMPUTER SECURITY POLICY 
 

1. PURPOSE. This Computer Security Policy is intended to replace the prior 

Computer System Security Breach Notification Policy; and comply with the NYS Shield Act 

requirements as well as the Cybersecurity Incident Reporting Law.  

 

This new Policy is intended to alert individuals to any potential identity theft as quickly as 

possible so that they may take appropriate steps to protect themselves from and remedy any 

impacts of the potential identity theft or security breach. This policy is established to clarify roles 

and responsibilities in the event of a cyber incident.  The availability of cyber resources is critical 

to the operation of government; and a swift and complete response to any incident is necessary to 

maintain that availability and protect public and private information.    

 

This Policy is consistent with, and adopted pursuant to, New York State Technology Law 

§208, General Municipal Law 995, General Business Law 899-aa.  

 

Additionally, this policy will also establish a comprehensive framework to improve 

cybersecurity readiness, reporting and training in accordance with General Municipal Law Article 

19-c and State Technology Law §103-f. 

 

2. DEFINITIONS. The following terms have the following meanings: 

   

(a) “Availability” is the ‘property’ of being operational, accessible, functional and 

usable upon demand by an authorized entity, e.g. a system or user. 

 

(b) “Breach of the security of the system” means unauthorized access to or acquisition 

of, or access to or acquisition without valid authorization of computerized data which compromises 

the security, confidentiality or integrity of private information maintained by the Town.  Good 

faith access to, or acquisition of, private information by an employee or agent of the Town for the 

purposes of the Town is not a breach of the security of the system, provided that the private 

information is not used or subject to unauthorized disclosure. 

 

(c) “Consumer reporting agency” means any person or entity which, for monetary fees, 

dues or on a cooperative nonprofit basis, regularly engages, in whole or in part, in the practice of 

assembling or evaluating consumer credit information or other information on consumers for the 

purpose of furnishing consumer reports to third parties, and which uses any means or facility of 

interstate commerce for the purpose of preparing or furnishing consumer reports.  A list of 

consumer reporting agencies may be obtained from the State Attorney General upon request. 

 

(d) “Cybersecurity incident” means any event occurring or conducted through a 

computer network that actually or imminently jeopardizes the integrity, confidentiality, or 
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availability of computers information or communications systems or networks, physical or virtual 

infrastructure controller by computers or information systems or information resident thereon. 

 

(e) “Cyber threat” means any circumstance or event with the potential to adversely 

impact organizational operations, organizational assets, or individuals through an information 

system via unauthorized access, destruction, disclosure, modification of information, and/or denial 

of service. 

 

(f) “Cyber threat indicator” means information that is necessary to describe or identify: 

 

(1)  malicious reconnaissance, including anomalous patterns of communications 

that appear to be transmitted for the purpose of gathering technical information 

related to a cybersecurity threat or security vulnerability; 

 

(2) a method of defeating a security control or exploitation of a security 

vulnerability; 

 

(3) a security vulnerability, including anomalous activity that appears to indicate 

the existence of a security vulnerability; 

 

(4) a method of causing a user with legitimate access to an information system or 

information that is stored on, processed by, or transiting an information 

system to unwittingly enable the defeat of a security control or exploitation of 

a security vulnerability; 

 

(5) malicious cyber command and control; 

 

(6) the actual or potential harm caused by an incident, including a description of 

the information exfiltrated as a result of a particular cybersecurity threat; 

 

(7) any other attribute of a cybersecurity threat, if disclosure of such attribute is 

not otherwise prohibited by law; or 

 

(8) any combination thereof. 

 

(g) “Defensive measure” means an action, device, procedure, signature, technique, or 

other measure applied to an information system or information that is stored on, processed by, or 

transiting an information system that detects, prevents, or mitigates a known or suspected 

cybersecurity threat or security vulnerability. The term “defensive measure” does not include a 

measure that destroys, renders unusable, provides unauthorized access to, or substantially harms 

an information system or information stored on, processed by, or transiting such information 

system not owned by the municipal corporation or public authority operating the measure, or 

federal entity that is authorized to provide consent and has provided consent to that municipal 

corporation or public authority for operation of such measure. 
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(h) “Department” means any board, division, committee, commission council, 

department, public authority, public benefit corporation, office or other governmental entity 

performing a governmental or proprietary function for the Town. 

 

(i) “Information system” means a discrete set of information resources organized for 

the collection, processing, maintenance, use, sharing, dissemination, or disposition of 

information. 

 

(j) “Personal Information” means any information concerning a natural person which, 

because of name, number, personal mark, or other identifier, can be used to identify that natural 

person. 

 

(k) “Private Information” is defined as: 

 

(1) personal information in combination with any one or more of the following data 

elements, when either the data element or the combination of personal 

information plus the date element is not encrypted, or is encrypted with an 

encryption key that has also been accessed or acquired: 

 

a. social security number; 

b. driver’s license number or non-driver identification card number; or 

c. Account number, credit or debit card number in combination with any 

required security code, access code, password or other information that 

would permit access to an individual’s financial account; 

d. Account number, credit or debit card number, if circumstances exist 

wherein such number could be used to access an individual’s financial 

account without additional identifying information, security code, access 

code, or password; or 

e. Biometric information, meaning data generated by electronic 

measurements of an individual’s unique physical characteristics, such as 

fingerprint, voice print, or retina or iris image, or other unique physical 

representation or digital representation of biometric data which are used 

to authenticate or ascertain the individual’s identity;  

 

(2) A user name or email address in combination with a password or security 

question and answer that would permit access to an online account. 

 

“Private information” does not include publicly available information that is lawfully made 

available to the general public from federal, state, local government or Town records. 

 

(l) ”Ransom payment” is any monetary or asset transfer in response to a ransomware 

attack. 
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(m) “Ransomware attack”  

 

(1) Means an incident that includes the use or threat of use of unauthorized or 

malicious code on an information system, or the use or threat of use of another 

digital mechanism such as a denial of service attack, to interrupt or disrupt the 

operations of an information system or compromise the confidentiality, 

availability, or integrity of electronic data stored on, processed by, or 

transiting an information system to extort a demand for a ransom payment; 

and 

 

(2) Does not include any such event in which the demand for payment is: 

 

a. Not genuine; or 

b. Made in good faith by an entity in response to a specific request by the 

owner or operator of the information system. 

 

(n) “Town” means the Town of Orangetown, County of Rockland and State of New 

York. 

 

3. PROCEDURE FOR IDENTIFYING A SECURITY BREACH.  In determining 

whether information has been accessed, or is reasonably believed to be accessed, by an 

unauthorized person or a person without valid authorization, the Town may consider, among other 

factors, indications that the information was viewed, communicated with, used or altered by a 

person without valid authorization or by an unauthorized person. 

 

In determining whether information has been acquired, or is reasonably believed to have 

been acquired, by an unauthorized person or a person without valid authorization, the Town may 

consider the following factors, among others: 

 

(1) indications that the information is in the physical possession and control of an 

unauthorized person, such as a lost or stolen computer or other device containing 

information; or 

(2)  indications that the information has been downloaded, removed or copied;  

(3) indications that the information was used by an unauthorized person, such as 

fraudulent accounts opened or instances of identity theft reported; and/or 

(4) any other factors that the Town shall deem appropriate and relevant to such 

determination. 

 

4. RESPONSIBLE ELECTED OFFICIAL.  If the security breach incident affects multiple 

departments, the Town Supervisor shall be the Responsible Elected Official.  If only one (1) 

department is impacted, the elected/appointed official or Department Head responsible for that 

department shall fill this role.  The responsibilities of the elected/appointed official or Department 

Head include, but are not limited to: 

 

(a) receiving initial notification and status reports from the Incident Response 

Manager; 
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(b) consulting with other elected officials on public notification, involvement of the 

Town Attorney and notification of the Orangetown Police Department or other law 

enforcement agency; 

(c) preparing and delivering press releases; 

(d) consulting with other elected officials and appropriate staff on priorities for 

response and recovery; and 

(e) advising the Incident Response Manager on priorities. 

 

In the event that the Incident Response Manager and/or the Technical Support Staff 

positions are vacant or unavailable, the Town Supervisor may act in their place or name a 

competent temporary replacement to act in such positions. 

 

5. INCIDENT RESPONSE MANAGER.  The Town of Orangetown designates the Town 

Director of Automated Systems, or such other person as the Town Supervisor designates, as the 

Incident Response Manager who has responsibility for preparing and coordinating the response to 

a cyber security incident.  Responsibilities include, but are not limited to: 

 

(a) notifying or training users to recognize and report suspected incidents; 

(b) developing and testing response plans; 

(c) being the point of contact should any employee or official believe an incident has 

occurred; 

(d) involving the identified technical support to address the incident; 

(e) notifying the appropriate elected officials that an incident has occurred if 

significant; 

(f) advising elected officials regarding notification of law enforcement and the Town 

Attorney if appropriate; 

(g) providing information to elected official(s) responsible for notifying the press and 

the public; 

(h) coordinating the logging and documentation of the incident and response to it; and 

(i) making recommendations to reduce exposure to the same or similar incidents. 

  

 

6. TECHNICAL SUPPORT STAFF.  The Town Information Services & Equipment 

Specialist (Networked System) shall provide technical support to the Incident Response Manager.  

Responsibilities include but are not limited to: 

 

(a) assessing the situation and providing corrective recommendations to the Incident 

Response Manager; 

(b) helping the Incident Response Manager make initial response to the incidents; 

(c) responding to the incident to contain and correct problems; 

(d) reporting to the Incident Response Manager on actions taken and progress; 

(e) participating in review of the incident and development of recommendations to 

reduce future exposure; 

(f) consulting with elected officials on public notification, involvement of the Town 

Attorney and notification of law enforcement; 

(g) assisting with the preparation of press releases; 
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(h) consulting with elected officials and appropriate staff on priorities for response and 

recovery; and 

(i) advising the Incident Response Manager on priorities. 

 

7. LEGAL COUNSEL.  The Town Attorney shall provide advice as called upon. 

 

8. DISCLOSURE OF COMPUTER SYSTEM BREACH TO AFFECTED PERSONS.  

Any Town Department that owns or licenses computerized data that includes private information 

shall disclose any breach of the security of the system to any resident of New York State whose 

private information was, or is reasonably believed to have been, accessed or acquired by a person 

without valid authorization.  The disclosure shall be made in the most expedient time possible and 

without unreasonable delay, provided that such notification shall be made within thirty (30) days 

after the breach has been discovered, except for the legitimate needs of law enforcement (as 

provided in paragraph 10 hereinbelow) or any measures necessary to determine the scope of the 

breach; and allow sufficient time for the Town to determine the scope of the breach and restore 

the reasonable integrity of the data system.   The Town shall consult with the New York State 

Office of Cyber Security and Critical Infrastructure Coordination to determine the scope of the 

breach and restoration measures. 

 

(a) Notice to affected persons under this section is not required if the exposure of private 

information was inadvertent disclosure by person(s) authorized to access private 

information, and the Town reasonably determines such exposure will not likely result 

in misuse of such information, or financial harm to the affected persons or emotional 

harm in the case of known disclosure of online credentials as found in Paragraph 2(j)(2) 

herein.   

(b) Such a determination must be documented in writing and maintained for at least five 

(5) years by the Town Director of Automated Systems.  

(c)  If the incident affected over five hundred (500) residents of New York, the Town shall 

provide the written determination to the State Attorney General within ten (10) days 

after the determination.    

 

9. DISCLOSURE OF INFORMATION BREACH TO OWNER OF LICENSEE.  If the 

Town maintains computerized data that includes private information which the Town does not 

own, the Town must notify the owner or licensee of the information of any breach of the security 

of the system immediately following discovery, if the private information was, or is reasonably 

believed to have been accessed or acquired by a person without valid authorization. 

 

10. PERMITTED DELAY.  Notification pursuant to this Policy may be delayed if the 

Orangetown Police Department or other law enforcement agency determines that notification 

could impede a criminal investigation.  The notification shall be made after the law enforcement 

agency determines that such notification would not compromise any criminal investigation. 

  



Draft 2/9/2026 tao/ds 

 

Page 7 of 9 

 

 

11. METHOD OF NOTIFICATION FOR INFORMATION BREACH.  The required 

notice must be directly provided to the affected individuals by one of the following methods: 

 

(a) written notice; 

 

(b) electronic notice, provided that the person to whom notice is required to be 

provided has expressly consented to receiving notice in electronic form and a log of each 

electronic notification is kept by the Town; and provided further to no person or business 

may require a person to consent to accepting notice in electronic form as a condition of 

establishing any business relationship or engaging in any transaction; 

 

(c) telephone notification, provided that a log of each telephone notification is kept by 

the Town; or 

 

(d) substitute notice, if the Town demonstrates to the State Attorney General that the 

cost of providing notice would exceed TWO HUNDRED FIFTY THOUSAND AND 

00/100 ($250,000.00) DOLLARS or that the number of individuals to be notified exceeds 

FIVE HUNDRED THOUSAND (500,000) people or the Town does not have sufficient 

contact information.  Substitute notice must include all of the following: 

 

(1)  e-mail notice, when the Town has an email address for the subject persons 

except if the breached information includes an email address in combination 

with a password or security question or answer that would permit access to the 

online account, in which case the Town shall instead provide clear and 

conspicuous notice delivered to the consumer online when the consumer is 

connected to the online account from an internet protocol address or from an 

online location which the Town knows the consumer customarily uses to access 

the online account; 

 

(2)  conspicuous posting of the notice on the Town’s Website page 

(www.Orangetown.com); and 

 

(3) notification to major state-wide media. 

 

12. INFORMATION REQUIRED FOR THE NOTICE OF INFORMATION BREACH.  

Regardless of the method by which notice is provided, the notice must include contact information 

for the Town including telephone number and website, and the telephone number and websites of 

the relevant state and federal agencies that provide information regarding security breach response 

and identity threat prevention and protection information, and a description of the categories of 

information that were, or are reasonably believed to have been, accessed or acquired by a person 

without valid authorization, including specification of which of the elements of personal 

information and private information were, or are reasonably believed to have been so accessed or 

acquired. 

  

http://www.orangetown.com/
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13. NOTIFICATION OF AGENCIES FOR INFORMATION BREACH.   

 

(a) Whenever any New York State residents are to be notified pursuant to this Policy, 

the Town must notify the State Attorney General, the New York State Division of State Police; 

the New York State Department of State’s Division of Consumer Protection and Consumer 

Protection Board; and the State Office of Cyber Security and Critical Infrastructure Coordination 

as to the timing, content and distribution of the notices and the approximate number of affected 

people.  Such notice must be made without delaying notice to affected individuals. 

 

(b) Whenever more than FIVE THOUSAND (5,000) New York State residents are to 

be notified at one time, the Town must also notify consumer reporting agencies as to the timing, 

content and distribution of the notices and the approximate number of affected people.  Such notice 

must be made without delaying notice to affected individuals. 

 

14. REPORTING OF CYBERSECURITY INCIDENTS AND RANSOM DEMANDS.  

 

(a) Notwithstanding any other provision of law to the contrary, the Town shall report 

cybersecurity incidents and when applicable, the demand of a ransom payment, to the 

Commissioner of the Division of Homeland Security and Emergency Services  (DHSES) in the 

form and method prescribed by such Commissioner.  Such report shall include whether the 

reporting municipal corporation or public authority is requesting or declining advice and/or 

technical assistance from the Division of Homeland Security and Emergency Services (DHSES) 

with respect to the reported cybersecurity incident or demand for a ransom payment. 

 

(b) The Town shall report cybersecurity incidents, including demands for ransom 

payment, no later than seventy-two (72) hours after the Town reasonably believes the 

cybersecurity incident has occurred. 

 

(c) Any cybersecurity incident report and any records relating to a ransom payment 

submitted to the Commissioner of THE Division of Homeland Security and Emergency Services 

(DHSES) pursuant to the requirements of this Policy, and GML §995-b, shall be exempt from 

disclosure under Article 6 of the Public Officers Law (a/k/a Freedom of Information Law or FOIL). 

 

15. NOTICE AND EXPLANATION OF RANSOM PAYMENT.  Notwithstanding any 

other provision of law to the contrary, the Town shall, in the event of a ransom payment made in 

connection with a cybersecurity incident involving the Town, provide the Commissioner of 

Homeland Security and Emergency Services (DHSES) through means prescribed by the 

Commissioner with the following: 

 

(a) Within twenty-four (24) hours of the ransom payment, notice of the payment; and 

 

(b) Within thirty (30) days of the ransom payment, a written description of the reasons 

payment was necessary, the amount of the ransom payment, the means by which the 

ransom payment was made, a description of alternatives to payment considered, all 

diligence performed to find alternatives to payment and all diligence performed to 
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ensure compliance with applicable state and federal rules and regulations including 

those of the United States Department of the Treasury’s Office of Foreign Assets 

Control. 

 

16. CYBERSECURITY TRAINING REQUIREMENT.   Employees of the Town who use 

technology as a part of their official job duties shall take annual cybersecurity awareness training.  

Such training shall be as offered by the NYS Office of Information Technology Services at no 

charge or by completion of other equivalent cybersecurity awareness training that meets the 

cybersecurity awareness training requirements of that Office.  All training shall be conducted 

during the employee’s regular working hours and employees shall receive compensation at their 

regular rate of pay for any time spent participating in such training.  

 



Memorial Bench Request

Town of Orangetown

Department of Parks, Recreation and Building Maintenance

Memorial Bench Donation Agreement

Thank you for your interest in donating a Memorial Bench to the Town of Orangetown.  This bench will
provide an opportunity for visitors to our facilities and parks to better enjoy their experience.

A donor may request placement of a bench in a particular park or facility, however the site and specific
donation of the bench on the site will be determined by Parks and Recreation staff based upon specific
conditions and the number of benches already present on the site. 

As some parks and facilities already have a specific style of bench in place, it may be necessary to require
that the donated bench conform to the current standards.  In all cases Parks and Recreation staff must
make final approval on the style, material and color of the bench being purchased.

Parks and Recreation staff reserve the right to approve the content of the message on the
plaque/dedication, including the right to approve and reject names that are considered illegal, inappropriate
or inconsistent with the mission of the Parks and Recreation Department. 

The Town of Orangetown will not be responsible for the replacement of the bench or plaque in the event of
loss due to vandalism or natural acts.  However the donor may choose to replace the same bench and/or
same plaque at the donors expense.  The Town of Orangetown reserves the right to remove the bench if it
is damaged or defaced and the right to relocate the bench if necessary for safety, environmental or land
management reasons.  The donor may be notified of the new location of the bench.

Read and Accept
Conditions*

Name*

Phone Number*

Date*

Email*

Engraving Message*

Describe Preferred
location*

Signature*

Accepted

Peter Michaelian

917-376-8944

1/23/2026

pmichaelian@yahoo.com

The Michaelian Family Bench. Try Me

In Tappan Library Park or The Peirmont pier walking trail





















  TOWN OF ORANGETOWN  

FINANCE OFFICE MEMOR ANDUM  

TO: THE TOWN BOARD 

FROM: JEFF BENCIK, DIRECTOR OF FINANCE 

SUBJECT:   AUDIT MEMO 

DATE: 2/18/26 

CC: DEPARTMENT HEADS 

The audit for the Town Board Meeting of 2/24/2026 consists of 4 warrants for a total of 

$3,051,038.75. 

The first warrant had 10 vouchers for $82,774 and had the following items of interest (2025 items). 

1. S&L Plumbing & Heating - $44,103 for retainage return. 

2. Troon Golf LLC - $23,231.05 for incentive fees at Broadacres. 

The second warrant had 14 vouchers for $356,017 and was for utilities (2025 items). 

The third warrant had 11 vouchers for $201,680 and was for utilities (2026 items). 

The fourth warrant had 121 vouchers for $2,410,566 and had the following items of interest (2026 

items). 

3. AKRF - $7,445 for drainage review escrow. 

4. Bolkema Fuel Co. - $7,095 for fuel. 

5. Capasso & Sons - $111,197 for recycling. 

6. Collier’s Engineering & Design - $8,414 for drainage review escrow. 

7. County of Rockland - $309,600 for Pearl River Campus PILOT. 

8. Crown, Castle Fiber - $5,987 for connectivity. 

9. Fleet Pump & Service Group, Inc. - $16,168 for sewer pump repairs. 

10. Global Montello - $22,700 for fuel. 

11. ICC Community Development Corp. - $23,063 for Laserfiche. 

12. Motorola Solutions Inc. - $28,814 for Police Auxilliary radios. 
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13. NYS Employee Health Insurance - $1,155,662 for health care coverage.  

14. Standard Springs - $11,990 for Highway equipment repairs. 

15. Troon Golf - $570,444 for golf course incentive fees. 

16. Virtuit Systems - $8,252 for IT consulting services. 

 

Please feel free to contact me with any questions or comments.  

 

Jeffrey W. Bencik, CFA 

845-359-5100 x2204 



Town of Orangetown

DATE: February, 24, 2026

WARRANT  

Warrant Reference Warrant # Amount

Approved for payment in the amount of  

123125 82,774.84$                     2025 Expenses

020426 356,017.20$                   2026 Utilities

021126 201,680.14$                   2026 Utilities

022426 2,410,566.57$                2026 Expenses

3,051,038.75$                

The above listed claims are approved and ordered paid from the appropriations indicated.

APPROVAL FOR PAYMENT

AUDITING BOARD

Supervisor Teresa M. Kenny

Councilman Brian Donohue

Councilman Paul ValentineCouncilman Gerald Bottari

Councilman Daniel Sullivan
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